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Web Application Scanning (WAS)

Market Landscape
All companies nowadays are at risk to a security breach, 
but with organizations increasingly deploying web 
applications to seize new business opportunities, achieve 
a more flexible and dynamic network, and compete more 
effectively, the risk to their critical assets is heightened.

The majority of external attacks now arise from vulnera-
bilities in web applications resulting in the criminal gaining 
control of the application and using it is a platform to 
enable easy access to business processes, back end 
resources and sensitive data that could cause irreparable 
damage to the organisation. 

Web application assessment differs from network vulnera-
bility assessment as their vulnerabilities are often difficult 
to identify due to their evasive nature. A dedicated web 
application scanning solution is therefore essential for any 
business that relies on web applications.

Outpost24’s proactive approach to security allows com- 
panies to continuously identify risks to their assets and 
effectively manage and control them. Outpost24 offers an 
ideal solution for web application scanning based on its 
leading core scanning technology. 

Integrated with Outpost24’s HIAB and OUTSCAN 
products, the web application vulnerability detection 
engine provides customers with a complete vulnerability 
management solution, in one easy to use tool.
 
 
Our Approach
At the core of Outpost24’s proactive approach to vulnera-
bility management is the customer. Outpost24 aims to help 
the customer by identifying their real requirements and 
raising the awareness of threats, the implications and pro- 
vide the best of breed technology to protect their network.

The company works closely with customers and builds a 
valuable strategic partnership providing trusted advice. 
Outpost24’s local team assess and validate their risk 
status, identify business objectives and recommend a 
solution that accurately supports the process and achieves 
their desired business goals. 

Web Application Scanning (WAS)
WAS from Outpost24 is a feature that enables organiza-
tions to assess, manage and prioritize web application 
vulnerabilities. Able to integrate with both the Outpost24 
OUTSCAN cloud service and the HIAB plug and play 
appliance, WAS uniquely scans both the web server and 
web application layers.

Easy to deploy and use, WAS is an extremely cost efficient 
way of assessing web applications. Automatically scanning 
thousands of web pages for vulnerabilities quickly and easily,  
WAS accurately detects common web application flaws.



 

ABOUT OUTPOST24: Vulnerability Management Made Easy! Outpost24 is the technology leader in on-demand vulnerability assessment 
and management solutions with over 1,000 corporate and government customers, including Travelex, Delta Lloyd Group, ING Life Limited, 
University of Helsinki, and Banco Multiva. Outpost24 is headquartered in Sweden with a global network of local sales offices. Outpost24 
delivers security solutions in a Software-as-a-Service (OUTSCAN® & OUTSCAN PCI®) or Appliance (HIAB®) form factor. Outpost24’s 
solutions provide fully automated network vulnerability scanning, easily interpreted reports, and vulnerability management tools.  
OUTSCAN PCI® is the ideal tool for businesses of all sizes to achieve and demonstrate PCI DSS compliance. 
For more information, please visit http://www.outpost24.com.

Key Features

 �Scan thousands of web pages for vulnerabilities quickly 
and easily on ad-hoc or recurring basis

 �Highly accurate Cross Site Scripting and SQL Injection 
vulnerability detection

 �Support for scanning virtual hosted sites

 �Fulfils PCI ASV Requirement 11.2

 �Advanced user definable scope setting such as IP 
ranges, URI seed lists, URI white lists, URI black lists 
and virtual hosts

 �Scan crawler can be tuned for maximum links, request 
delays, and custom transfer timeouts

 �New settings allow for many types of authenticated 
scanning such as; HTML form, NTLM and HTTP basic 
authentication.

 �Highly accurate detection of remote file include local file 
include, command injection, code injection, format 
string issues, cross-site request forgery and CRLF 
injection

 �Market leading coverage of web server related 
vulnerabilities and low number of false positives

Customer Endorsements

“Leading vulnerability technology that 
enables strong scanning performance in 
terms of low false positive incidents and 
discovery tools that enables automated 

evaluation of all endpoints. Excellent 
coverage for web related vulnerabilities on 

application and server level.”

- Frost & Sullivan, 
Vulnerability Management Made Easy, 

2011 

Key Benefits
Complete solution – integrated with existing tools to 
provide unified reporting of both network and web 
vulnerabilities

Ease of deployment and use – no software to download 
or install. Easy to configure and reports allow quick 
remediation guidance

Expedite risk management – high speed scanning with 
average times under one hour

Cost efficient – providing automated ad hoc or recurring 
scanning at an affordable price level


