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Market Landscape
The amount of information that companies produce and 
store on their networks is increasing exponentially, 
enhancing the dependency on IT. As data tends to be 
sensitive, and critical for business’ operations, it is 
essential that the data and their IT systems are secure, as 
any vulnerability exploited can lead to direct and indirect 
loss of income.

Traditionally, companies have deployed reactive tools such 
as firewalls, anti-malware and intrusion prevention 
systems to protect their corporate networks, but with the 
explosion in vulnerabilities, these are simply not enough.

As criminals become more sophisticated in their ability to 
penetrate networks, the use of mobile devices increases 
and companies move towards cloud computing, vul- 
nerability management has increased in importance to 
help organizations address their critical security challenges. 

Outpost24’s proactive approach to security allows 
companies to continuously identify security risks and 
effectively manage and control them. Outpost24 offers a 
proven solution for perimeter vulnerability management 
based on leading core vulnerability scanning technology 
and a methodology that enable customers to implement 
easily and rapidly benefit from the results.

Our Approach
At the core of Outpost24’s proactive approach to vul- 
nerability management is the customer. Outpost24 aims  
to help the customer by identifying their real requirements 
and raising the awareness of threats, the implications and 
provide the best of breed technology to protect their network.

The company works closely with customers and builds a 
valuable strategic partnership providing trusted advice. 
Outpost24’s local team assess and validate their risk 
status, identify business objectives and recommend a 
solution that accurately supports the process and achieves 
their desired business goals.

Methodology
During the last decade, Outpost24 has developed a 
Vulnerability Management Methodology that follows the 
industry standard set by the National Institute for Stand-
ards and Technology Special Publication 800-40. The 
proven methodology has been implemented at over 1000 
corporate and government customers worldwide by our 
experienced and talented team of security professionals. 

Define the program
Establish roles, responsibilities and goals to ensure best 
results. Define a security policy based on risk aversion, 
threat exposure and costs

Discover and manage assets
Use powerful and flexible management tools to discover 
the assets in network and enable customers to group by 
business unit, software environment, location, etc
 
Assess the network
Schedule scanning based on best practice and security 
policy. Use out of the box templates to scan or create 
scanning templates based on individual needs

Prioritize remediation
Analyze reports and review descriptions and recommend-
ations to make decisions on what to fix. Basing the 
security policy on industry accepted risk scores facilitates 
an efficient vulnerability management process

Track progress
Use trending features to show statistics over time about 
risk exposure and vulnerabilities in the network. Create 
customer comparative reports to show what is changing 
and how things are improving
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ABOUT OUTPOST24: Vulnerability Management Made Easy! Outpost24 is the technology leader in on-demand vulnerability assessment 
and management solutions with over 1,000 corporate and government customers, including Travelex, Delta Lloyd Group, ING Life Limited, 
University of Helsinki, and Banco Multiva. Outpost24 is headquartered in Sweden with a global network of local sales offices. Outpost24 
delivers security solutions in a Software-as-a-Service (OUTSCAN® & OUTSCAN PCI®) or Appliance (HIAB®) form factor. Outpost24’s 
solutions provide fully automated network vulnerability scanning, easily interpreted reports, and vulnerability management tools.  
OUTSCAN PCI® is the ideal tool for businesses of all sizes to achieve and demonstrate PCI DSS compliance. 
For more information, please visit http://www.outpost24.com.

OUTSCAN
Deploying OUTSCAN, an affordable, on-demand cloud 
service from Outpost24, enables organizations to assess 
and manage perimeter risk exposure. Combining rich  
functionality and a powerful vulnerability scanning engine, 
OUTSCAN scans the perimeter enabling customers to 
easily detect vulnerabilities and manage remediation to 
prevent criminals from penetrating their network.

Key Features

Centralized Administration

 �System to allow users different roles and rights.

 �Remediation ticket system and verification scanning  
to track mitigation.

 �Flexible system for grouping network components.

Analysis

 �Highly accurate identification of vulnerabilities and 
elimination of false positives and negatives.

 �Customized reporting options and an customizable 
dashboard overview.

 �Risk rating system based on CVSS v.2.

Automated

 �Powerful asset discovery tools.

 �Agent-less scanning technology.

 �Automatic updating of vulnerability checks and features.

Scalable

 �Flexible licensing with full scalability to adapt scope to 
current demands.

 �Vast support for scanning of all types of network 
technologies, constantly evolving to meet demands.

Accurate

 �Security of all information is protected to ensure its 
confidentiality, integrity, and availability.

 �Market leading vulnerability coverage.

 �Highly accurate detection of Cross Site Scripting and 
SQL Injection vulnerabilities in web applications.

Key Benefits
Some of the key benefits of implementing the OUTSCAN 
proactive solution from Outpost24 include:

Reduced cost – the cloud service deployment ensures 
only operating expenses required

Ease of deployment and use – immediately deployed 
with an easy to use and intuitive web interface
 
Improve accuracy – extensive vulnerability database 
updated on a daily basis and few false positives

Support – unlimited phone and email support provided  
by security experts 24/7/365

Licensing – unlimited number of users and flexible 
licensing models

Customer Endorsements

“OUTSCAN has really provided us with the ability 
to detect potential vulnerabilities in our network 
perimeter to validate that we have the level of 

security and compliance we need.”

- Mike Grootveld, 
Security Specialist CISM/CISSP, 

Delta Lloyd Group


