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Overview

Outpost24 is a privately owned company that provides pro-
active network security solutions that assist organizations
in protecting their critical assets and to mitigate evolving
security risks. Founded in Sweden in 2001 to develop
leading vulnerability management solutions, Outpost24’s
proprietary, best of breed technology provides the platform
for organizations to implement a reliable vulnerability
management process and achieve compliance with PCI.

Outpost24’s advanced and complete technology solutions
of cloud based services and agent less appliances are
easy to implement, intuitive and highly accurate to provide
lowest TCO. With offices in over 30 countries worldwide,
enabling unrivaled local service and support, Outpost24
works closely with customers using a proven methodology
to help them achieve their business objectives.

Market Landscape

Organizations today, of all sizes, face enormous security
challenges in an increasingly hostile environment.
Targeted attacks and new threats that exploit weaknesses
in commonly used applications, operating systems and
network components appear constantly, and can result

in severe consequences for organizations from a loss

of customer confidence, network downtime to theft of
intellectual property and business secrets.

As businesses begin implementing virtualization projects
and move towards cloud computing, the task of companies
to secure their critical assets, and remain compliant,
becomes increasingly difficult.

The essential task of protecting corporate networks has
traditionally been achieved with reactive tools such as
firewalls, anti-malware and intrusion prevention systems.
With the security landscape constantly changing and
providing greater threats, organisations need to take a
proactive approach to security to effectively manage and
reduce risk exposure, and to ensure compliance with
increasingly demanding requirements.

Outpost24’s unique approach to security allow companies
to proactively manage and control critical risks to their
network and help customers verify and prove compliance
with standards including Payment Card Industry Data
Security Standard (PCI DSS).

Solutions

Outpost24 offers leading proactive security solutions within
the areas of:

Vulnerability Management

Outpost24 provides an easy to deploy and intuitive
solution to continuously identify, remediate and mitigate
vulnerabilities on the network. Automated vulnerability
scanning is performed on a frequent basis to discover
vulnerabilities which are then rated and reported with a
recommended remedy.

PCI Compliance

Outpost24 offers a single user friendly tool based on
leading technology to verify and prove the compliance
of credit card data handling with PCI Data Security
Standard. As an Approved Scanning Vendor (ASV) by
the PCI Security Standards Council, Outpost24 assists
customers in being PCI compliant with perimeter,
internal and web applications scanning.

Web Application Scanning (WAS)

Outpost24 has a complete solution that automatically
scans thousands of web pages for vulnerabilities quickly
and easily. Scanning both web server and web applica-
tion layer, Outpost24 offers a cost-efficient, accurate and
easy way of assessing web applications.




Products

Outpost24’s advanced proprietary technology has market
leading vulnerability coverage, high scanning accuracy,
flexible licensing and is non-intrusive to maintain network
availability. Products offerings are cloud based services
uniquely combined with a plug-and-play agent less
appliance solution.

OUTSCAN - an affordable, on-demand cloud service for
perimeter vulnerability assessment. Combines ease of use
with rich functionality and a powerful vulnerability scanning
engine to provide the lowest number of false positives.

HIAB - a plug and play appliance for perimeter and
internal vulnerability and assessment management. With a
web-based interface and agent less architecture, sensitive
reports are securely stored on the HIAB appliance, never
leaving the internal network.

OUTSCAN PCI — an on-demand cloud service PCl com-
pliance verification. With no installation or maintenance
required provides fully automated network scanning, easily
interpreted reports and 24x7 technical support.

Outpost24 also offers WAS as an add-on to both
OUTSCAN and HIAB to provide advanced web application
scanning capabilities.
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Customers

Outpost24’s proactive security solutions have enabled over
1,000 companies to avoid exploitation of their corporate net-
works. Deployed across multiple industry sectors including
Transport, Finance, Education, Government, Healthcare,
Retail and Media, our customers range from small local
businesses to multinational organizations and include
Europcar, Travelex, Delta Lloyd, EDF Energy, Generali,
Arcelor Mittal, Grupo Salinas and Deutsche Postbank.

People

Outpost24 is a company with an experienced and truly
international management team and has a carefully
selected group of IT security experts with a unique skill set
in vulnerability management. The Outpost24 research
team has discovered numerous vulnerabilities in core
components in communication protocols and applications
that have been internationally recognised by the industry.

With a network of more than 30 local offices around the
world in Europe, Middle East and Africa, Asia Pacific and
The Americas, Outpost24 is a true global organization that
can serve its customers locally.
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ABOUT OUTPOST24: Vulnerability Management Made Easy! Outpost24 is the technology leader in on-demand vulnerability assessment
and management solutions with over 1,000 corporate and government customers, including Travelex, Delta Lloyd Group, ING Life Limited,

University of Helsinki, and Banco Multiva. Outpost24 is headquartered in Sweden with a global network of local sales offices. Outpost24
delivers security solutions in a Software-as-a-Service (OUTSCAN® & OUTSCAN PCI®) or Appliance (HIAB®) form factor. Outpost24’s
solutions provide fully automated network vulnerability scanning, easily interpreted reports, and vulnerability management tools.
OUTSCAN PCI® is the ideal tool for businesses of all sizes to achieve and demonstrate PClI DSS compliance.

For more information, please visit http://www.outpost24.com.



